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1. Executive Summary

During our routine and manual threat reconnaissance, the Harry Team has identified a significant data
exposure incident on the dark web. The ransomware group INC Ransom has publicly disclosed
compromised data directly referencing acwapower.com and

This brief is intended to provide you with the initial findings and the assessed impact so that you may initiate
discussions with the respective company owners.

2. Incident Overview

Threat Actor: INC Ransom (incransom)
Victim Identifiers:
Discovery Date: February 24, 2026 (03:33:01 UTC)
Stated Target Revenue: $100M
Exposed Data Volume: 400 GB
Complete Onion URL:
http://incblog6qu4y4mm4zvw5nrmue6qbwtgjsxpw6b7ixzssu36tsajldoad.onion/blog/disclosures/699d17108f1d14b743a8a09e

3. Verified Findings from Leaked Samples

Initial manual analysis of the files exposed on the INC Ransom disclosure blog confirms the legitimacy of the
leaked data. The 400 GB archive appears to contain highly sensitive financial and engineering
documentation pertaining to major infrastructure projects.

A. Offshore and Interim Invoices

We identified a substantial invoice (No: SAU1003-Offshore-Interim-Inv-003) from Larsen & Toubro
International FZE directed to Moya Renewable Energy Company.
The exposed interim invoice is for an amount of $12,480,055.00, and references a cumulative claim
of $41,982,183.00.

larsentoubro.com (Which is Owned By Acwa Power).

acwapower.com / https://www.larsentoubro.com/

PRELIMINARY IMPACT ASSESSMENT - acwapower.com Leak

A corresponding "Exhibit A" document breaks down these offshore invoices across multiple

payment milestones for the Solar PV lots (Lot 1, Lot 2, Lot 3, Lot 4) and DC Solar Cables.

Harry Pentest Team

Sample in the end.



B. Engineering and Project Data

Documentation from alfanar building systems detailing the "Concrete Mix Design" for the 2.0 GW
Almuwayh Solar Independent Power Plant was also exposed.
This document names Larsen & Tuobro SA LLC as the contractor and lists precise material
sourcing and quality control metrics.

4. Impact Assessment

The primary concern at this stage is the exposure of highly sensitive operational and commercial data. The
immediate impact includes:

1. Commercial Leverage: The public availability of detailed billing milestones and multi-million dollar
invoices (such as the $12.4M claim from L&T) compromises the confidentiality of commercial
agreements and project financing for the Almuwayh Solar Plant.

2. Infrastructure Threat Modeling: The leak of precise engineering specifications (e.g., concrete mix
designs, PV Module technical specs) provides malicious actors with intricate knowledge of critical
energy infrastructure components.

3. Reputational Damage: The explicit naming of multiple partners (ACWA Power, Larsen & Toubro,
Moya Renewable Energy, alfanar) in a unified leak indicates a severe supply chain or central
management portal compromise, which may heavily impact trust among these joint venture entities.
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